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CP 1.2 Annex 1 to Information Strategy:
Information Charter

Transport Focus holds information about individuals in various aspects of its work and for
various purposes. The vast majority of this data is low risk — for example where individuals
proactively provide us with their details so we can stay in touch with them — but some is
sensitive. This second category includes details of passengers who have approached us to
help them with a complaint, for example. In this respect, we have developed a privacy policy
which follows and is also available on our website. This Charter has been developed to
ensure those individuals for whom we hold and process personal data can be assured we
treat such data with the degree of care it merits. The privacy policy gives effect to this
Charter by helping train our staff and managing customer expectations.

We know how important it is to protect your privacy and to comply with the Data
Protection Act. If we ask for your personal information we will:

let you know why we need it

only ask for what we need, and not collect excessive or irrelevant information
make sure nobody has access to it who shouldn’t

only keep it for as long as we need to

not make it available for commercial use (such as marketing) without your permission
In return, to help us keep your information reliable and up to date, we ask you to:

Give us accurate information

Tell us as soon as possible of any changes, such as a change of address

How to find out what personal information we hold about you

You can find out if we hold any personal information about you by making a “subject access
request” under the Data Protection Act 1998. If we do hold information about you we will:

give you a description of it

tell you why we are holding it

tell you who it could be disclosed to

and let you have a copy of the information in an intelligible form.

To help us give you the information you want, we need you to tell us which part of our
organisation you have been dealing with and why you believe we hold that information. .

Under the Data Protection Act we are allowed to charge a fee for responding to a subject
access request. Itis not currently the policy of Transport Focus to charge for subject access
requests.

To make a subject access request to Transport Focus, please see contact details below.
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When we share information

We are committed to providing the best and most efficient service to our customers. We
may share personal information within our organisation or with other bodies where it would
be compatible with the purpose for which we collected it, and/or where we are required or
permitted to do so by law.

To find out more about whom we share information with, please see contact details below.
The training and guidance we give to our staff

We provide general awareness training to all our staff, and those in positions with formal
responsibility for information handling receive additional specific training.

You can ask to see what guidance we provide to our staff via the contact details below.
How to contact us or make a complaint

If you are unhappy with the way we have handled your personal information and wish to
make a complaint, please contact the Senior Information Risk Owner. We will acknowledge
your complaint within 5 working days and let you have a full response within 20 working
days. Ifitis not possible to respond fully within this timescale, we will write and let you know
why and say when you should receive a full response.

Senior Information Risk Owner
Transport Focus

Fleetbank House

2-6 Salisbury square

London EC4Y 8JX

Or email to siro@transportfocus.org.uk

Transport Focus is the operating name of the Passengers Council

For independent advice about data protection, privacy and data sharing issues, you
can contact the:

Information Commissioner
Woycliffe House

Water Lane

Wilmslow

Cheshire SK9 5AF

Authorised by the Board of Transport Focus meeting in London, 10 December 2008
(Updated July 2010 and August 2011)
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PRIVACY POLICY

By submitting your details to us, either by email, in writing, over the phone or via this
website, you are deemed to have accepted our use of your personal information.

The data controller as defined by the Data Protection Act 1998 is the Passengers Council,
operating under the name 'Transport Focus'.

Our Information Charter

We process personal information in line with both the Data Protection Act 1998 and our
Information Charter.

Information we collect from you when you visit this site

We collect personal information from you if you contact us with consumer enquiries and
complaints about rail, bus and coach journeys, with comments and complaints about the
Transport Focus service and with feedback on the site.

Information collected may include personal details such as hames and addresses, email
addresses and details of individual queries. In addition, we collect information on the usage
of the site itself. This usage information will not identify you individually and is stored and
processed in aggregate and will not allow the identification of individual users.

Please note that you are not required to provide your personal details to use the Transport
Focus website, though if you choose not to this may limit the extent to which you can use the
site.

How we protect your privacy

Any personal information you provide will be held securely by Transport Focus in
accordance with the Data Protection Act 1998. This Act protects your personal information
and ensures that:

« we only hold and process your information for purposes that we make clear to you in
advance

» we keep your information only for as long as we need to carry out these purposes

» we will put in place appropriate measures that ensure your information is held and
processed securely and confidentially.
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If you provide us with ‘sensitive personal data’ as defined by the Data Protection Act 1998,
we will never pass this information on to a third party without your explicit consent. If you
withhold such consent, it may limit the extent to which we can deal effectively with your
complaint or query.

Sensitive personal data means personal data consisting of information relating to a data
subject which identifies:

(a) racial or ethnic origin

(b) political opinions

(c) religious beliefs or other beliefs of a similar nature

(d) membership of a trade union

(e) physical or mental health or condition

(f) sexual life

(g) the commission or alleged commission of any offence, or

(h) any proceedings for any offence committed or alleged to have been committed, the
disposal of such proceedings or the sentence of any court in such proceedings.

How we use this information
Passenger enquiries and complaints

If you email us with a passenger enquiry or complaint, we will use the information you have
provided to advise you on your rights as a passenger, on how to avoid problems and how to
address any problems you may have encountered.

We may need to pass information you have provided to a service provider (normally a train
operator) or to the London Transport Users’ Committee operating as London TravelWatch to
address a problem you have encountered. Unless you tell us otherwise, but with the
exception of sensitive personal data as described above, we will assume that you have
already provided your personal details as they relate to your complaint or query to the third
party to which your complaint or query is directed. We will hold details of your enquiry or
complaint for about three years.

If you are making a complaint or query on behalf of another person, or acting on their behalf
regarding a complaint they have already made; we may ask you to confirm in writing that
you are doing so with their authority. We will ask for this if the complaint is regarding an
issue which involves sensitive personal data (as detailed above); or if you are requesting for
any financial settlements that are awarded as an outcome of the case to be directed to
anyone other than the complainant. The complainant is always classed as the person who
the complaint is about, it is never the third party acting on their behalf.
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Comments and complaints about us

If you have a comment on the service you have received - good or bad - we will use the
information you provide to help us maintain and enhance our service to all our customers.
We will hold details of your comments for about three years.

If you have a complaint about Transport Focus itself, we will use the information you provide
to investigate your complaint. If your original enquiry or complaint was passed on to a
partner organisation, we may also need to pass details of your complaint to them to help
them investigate your complaint further. We will hold details of your complaint for about three
years.

Feedback

We welcome your feedback. If you provide feedback on our website through our on-line form
we will only use this information to develop and improve the site. We may hold details of
your feedback for up to one year.

Cookies and visitor statistics

Cookies are files that a website can store on your computer when you visit the website.
These files contain information about your use of a website and may contain personal
details. This site uses cookies to gather statistics on visitors' use of the site.

We will use this information to make improvements to the layout of the site and to the
information in it, based on the way that visitors enter, move around and leave the site.

If you wish to see the information we hold about you

You have a right to request a copy of your personal details at any time to check the accuracy
of the information held by us.

If you wish to do this, please write (explaining that your interest is in personal data
maintained by Transport Focus) to the address below:

Senior Information Risk Owner
Transport Focus

Fleetbank House

2-6 Salisbury Square

London

EC4Y 8JX
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Links to other sites

Our website contains links to external websites, mainly those of train operating companies,
but also those of other organisations. This privacy policy applies only to our website.

We are not responsible for the privacy practices of external sites. You should always be
aware of this when you leave our site and we encourage you to read the privacy statement
on any other website which collects personal information.

Changes to this privacy policy

When this privacy policy changes, we will update this page. This update will be shown in the
'Recently updated' section on the home page. Please check back regularly so that you are
aware of the information we collect, how we use it and under what circumstances, if any, we
will share it with other parties.

You should always check the privacy policy before using the site, even if you have visited it

in the past. This ensures that you will be aware of any changes. Changes to our privacy
policy do not affect information we already hold about you.

August 2011



